
Request for proposal (RFP) Ref no;- Dated: 25th September,2017

RE-ISSUE  OF  INVITATION  FOR  BIDS  IN  TWO  BID  SYSTEM  FOR  PROCUREMENT,
INSTALLATION, MAINTENANCE AND TRAINING OF PORTABLE FORENSIC KITS AT MUMBAI.

In Supersession to RFP dated 13th March, 2017, The Tata Institute of Social Sciences invites sealed bids in two
bid system (Technical bid and Financial bid separately) from vendors preferably registered with DGS&D and
satisfying the prescribed qualifications indicated here in for supply, installation, maintenance and training of
Portable forensic kits of prescribed specifications as listed in the Annexures at Mumbai.

The sealed envelope (separately sealed for technical and financial bid) must be super scribed with the above
title and the RFP number. The bids shall be addressed and sent to the following address on or before 29 th

September, 2017, on any working day between 10.30 a.m. and 5.00 p.m.

The Assistant Registrar (Purchase and Stores)
Tata Institute of Social Sciences
V.N. Purav Marg, Deonar,
Mumbai – 400 088.
Phone : 022-25525240
Queries if any, may be marked to:
Email: roja@tiss.edu
          snbatliwalla@gmail.com
          rohit.ganiga@tiss.edu

Important note; Bids received after the closing time and date will not be considered valid. Bids not
following two bid system are liable to be rejected.

The RFP is being issued with no financial commitment and the Institute reserves the right to change or vary
any  part  thereof  at  any  stage  including  the  option  for  AMC.  The  Institute  also  reserves  the  right  to
withdraw/cancel the RFP should it become necessary at any stage.

The scope of work and technical specification shall be as detailed in the Annexures to this RFP.

Bidders are advised to carefully read and understand the Annexures containing the scope and specifications.
The Bidders should also provide the separate cost of material supply and the services and the applicable taxes
for the same in detail in the bid as per the attached annexures.
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General terms and conditions;

1. The price of the equipments should be quoted at per unit cost.
2. A complete profile of the company shall be submitted with the technical bid.
3. The audited statement of accounts of the last three financial years must be submitted.
4. Income tax returns for the last three years shall be submitted.
5. Profile of key personnel involved in this supply and installation.
6. Bidders must have designated office/ single point of contact in Mumbai. Address of the same must be

submitted with the bid.
7. The bidder must submit the Manufacturer’s Authorization Form (MAF) for the quoted equipments.
8. Successful bidder has to arrange for all necessary tools, measuring equipment for carrying out the job.
9. Successful  bidder  has  to  arrange  for  their  own  accommodation  and  transport  during  implementation,

warranty and post warranty support periods.
10. All onsite personnel stationed by the vendor for operations and maintenance of the entire solution will have

to be certified by respective OEMs and the documentary proof is to be furnished.
11. The bidders or his sub-contractor must possess valid licenses from the appropriate authority.
12. The bidder should have previous experience of supplying, installing, maintaining and training with regard to

the equipments. (Relevant proofs to be attached).
13. Any alteration / modification of the original equipment will not be accepted. 
14. Each page of the bid document must be signed by the bidder.



SCOPE OF WORK & TECHNICAL SPECIFICATTIONS

SCOPE OF WORK;
The successful bidder will be responsible for implementing the entire project on a turnkey basis.
The jobs to be carried out by the successful bidder are;
1. Set up the equipment at Mumbai.
2. AMC of supplied   equipments, post warranty shall be undertaken by the bidder. The price of the same shall

be indicated in the Price Bid, however the successful bidder will be chosen by TISS based on the Base
Price and the AMC quoted.

3. Replacement of all defective equipment during warranty and AMC periods.
4. Supply of all hardware, original software and any required accessories to complete the entire project.
5. If  maintenance  is  required  at  the  power  tapping  point  from  the  internal  power  supply,  the  vendor’s

personnel will inform Electrical Engineering Department and ask for shutdown.
6. The tools and tackles, transportation etc required for operation and maintenance of the entire system shall

be arranged by the vendor.
7. Voltage, frequency and phase available will be 230V, 50Hz, single phase. The party will make appropriate

arrangement like increasing the size of the cable, step up devices etc for getting the required quality of
power for the equipment.

8. To provide adequate training to the concerned officers, who shall operate the equipments.



TECHNICAL SPECIFICATIONS: ANNEXURE: I

1.ON SITE MEMORY EXAMINATION TOOL:

Company Makes: AD-Triage, e-Fence, Encase Portable etc.

Should allow forensic experts and non-experts alike to quickly review information stored on a 
computer in the field, in real time, without altering or damaging the information. By executing pre-
configured searches, quickly browse pictures, view internet history, see who has been using a 
computer, etc. 

 

2.DISK IMAGING/DUPLICATING DEVISE: 

Company Makes: Falcon,  Media clone, Tableau etc

HDD imaging hardware tool. Copies drives more than 36 GB per minute, built in SHA256, lightweight.
Image to 2 drives simultaneously, Wipe up to 2 drives simultaneously. Store entire images both in 
single ISO (dd type files, also called flat files) file for ease of investigation or bootable drive.

 

3. FORENSIC WORK STATION: 

Intel Xeon Dual Quad Core Processor/ core i7 , 16 GB DDR 3, 4 USB Ports, Fire wire port, eSATA 
connection, Multi Speed DVD Writer, LAN CARD 10/100/1000., Graphic Card with 1 GB Memory, 
Windows XP Professional 64 Bit , 500W or Better SMPS, a fully-rugged appearance, housed in a 
tough casing to offer outstanding protection., , Removable SSD racks and cable management system
for better cable routing and neatness, One 500 GB SSD for OS and Application, One TB SSD for 
case storage, One Hot Swap SATA Drive Bay for Imaging, Tableau Internal write blocker for IDE, 
SATA,SCSI,USB and LAPTOP drives, Cables and Connectors for IDE, SATA, SCSI, USB and 
LAPTOP disk drives , Heat Ventilation System, Front : red LED fan x 1, Side: standard fan x 1, Top: 
standard fan x 1, Rear: standard fan x 1, 19” Monitor, Keyboard, Mouse.

With Installed Forensic analysis tool such as ENCASE VER 8 or BELKASOFT 2017 or CDAC tools 
( GOVT OF INDIA).

4. PC based Mobile Forensic Software Tool Specifications:

Company Makes: UFED, XRY, OXYGEN etc.

A. Generic Features :

 It should provide users with all physical, file system and logical extraction capabilities for 

different devices and different Operating Systems as well as allow extraction of Private Cloud 
Data accessed by the Mobile Phone with or without user name and password and show 
patterns and links between various extraction and data sources using link analysis feature all 
in an integrated platform which seamlessly interworks with each other, from one single OEM.



 It should enable Highlighting of  the exact position for each decoded content entry, enabling full

tractability between the analyzed data and the Hex.
 It should Perform on-demand searches for viruses, spyware, Trojans and other malicious 

payloads in files. It should support file system extraction of blocked aps data using apk 
downgrade method.

 It should enable the Translation foreign-language content from extractions .
 It should support merging any extraction into a single project. All the following extraction types 

may be combined: Logical, advanced logical, file system, physical, SIM card, JTAG, SD Card, 
Camera Evidence.

 It should support hash verification to ensure the extraction decoded is the same 

extraction received from the device.

B 1.      Android Phones :

 It should support Decryption of encrypted Android physical extractions: Decrypt encrypted 

physical extractions from Android devices 4.2 and below, with a known password. This 
includes generic Android and Samsung devices.

2.    Blackberry Phones :

 BBM history (if enabled by the user)
 BlackBerry Messenger (BBM) messages including  Deleted messages and chats, message 

attachments, contact photos, BBM from groups: Chats, contacts and shared photos
 Installed applications data: Whatsapp, Facebook, Twitter, Google Talk (Gtalk), UberSocial 

(Whatsapp data retrieval includes decryption of the database and recovery of contacts, chats, 
chat attachments and user account).

 Address book, SMS, MMS, Emails, PIN messages, Calendar entries, Memo pad notes, Web 

browser history, Web bookmarks, Bluetooth devices and Cookies.
 Recent email contacts (BB OS 6 and above, where available)
 Device Info (Model, IMEI\MEID, ICCID, PIN, OS version, Platform, Supported Networks)
 REM files – decryption of encrypted files on external memory.

3.    Windows Phone :

 It should  support physical extraction and decoding of devices running Windows Phone 

devices. It should support unallocated carving for windows phone. 

4.   Nokia BB5 Phones:

 It should  supports bit-for-bit physical extraction from locked and unlocked Nokia BB5 devices 

using proprietary boot loaders.It should enable Password extraction  on selected devices.
 It should  support decoding of Symbian databases including Decoding of intact and deleted 

contacts, SMS, MMS and call logs; Decoding support for multilingual content.



5.    Chinese Chipsets Based Phones :

 It should have a connectivity box acts as the interface between the phone and the Tool , 

enabling the automatic pin-out identication. By selecting “Chinese phones physical extraction” ,
the phone pin-out should be detected and the extraction will start automatically. 

6.    IOS Phones :
 It should enables forensically sound data extraction, decoding and analysis techniques to 

obtain existing and deleted data from these iOS Devices using either of Logical/ advanced 
Logical/ File system extraction Methods: 

7.     Unclocking Tool for Locked Phones :

 The tool should provide a separate Unlocking software for unlocking the phone using brute 

force method. This should be integral part of the Tool.

C. Cloud Data Analysis Features:

 The software should allow access to remote Cloud data sources using Cloud login keys 

decoded from Android mobile devices, including none-rooted ones.
 The software should allow access to remote Cloud data sources using Cloud login keys 

decoded from locked Android devices. 


